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�Chapter 1: 

Installation

Welcome to Crypto++ SDK™, this easy�to�use yet powerful Toolkit for Windows (98/95/NT and 3.x) is a complete solution to all of your Software Licensing and Copy Protection needs.

Installation of this product is as easy as running the setup.exe file, then following instructions on screen.

The installation process will create a program group in which you will find the Crypto++ SDK Key Calculator Wizard’s icon, this wizard will calculate the Activation Codes to be provided to your customers. The Run-Time DLL (crypto32.dll or crypto16.dll) will be copied to the “windows\system” directory, and a TEMPLATE directory structure with all of the sample templates will be created.

The Crypto++ SDK’s Run-Time DLL (crypto32.dll or crypto16.dll) is the only one file you need to redistribute along with your protected applications, it should be copied to the “windows\system” directory and is 100% Royalty-Free, this means there are no charges for redistributing this file with any number of copies of any different applications.



�

�





�Chapter 2: 

Functions Reference

ActivationMask

int ActivationMask(void)

This function checks for the Activation Mask. This Mask will be set to “Zero” by the DecrementRunsCount() function.



RETURN VALUE

1 if the application has not been authorized yet.

					0 if the application has been authorized before.



CheckModuleMask (Enterprise Edition Only)

int CheckModuleMask(DWORD m)

This function checks if a bit is set.



RETURN VALUE

1 if the bit is set. Otherwise 0.

m = bit number to check.



ControlFileExists

int ControlFileExists(void)

This function checks for existence of Control File.



RETURN VALUE

1 if Control File exists.

0 if Control File does not exist.



CreateControlFile

int CreateControlFile(void)

This function creates the Control File which contains Fully Encrypted information. Also generates a new Serialization Code.



RETURN VALUE

					14 if successful. Otherwise any other value.



Crypto   (Win32)

DWORD Crypto(DWORD re, DWORD rn, DWORD da, DWORD us, DWORD mr, DWORD md, DWORD ne, DWORD sc, DWORD ac, LPSTR cf, LPSTR ci, int df)

This single function performs total Software Licensing and Copy Protection.



RETURN VALUE

					If successful this function returns re.



re = Value you want to be returned on success.

rn = Licensed number of Runs.

da = Licensed number of Days.

us = Licensed number of Users.

mr = Maximum legal number of Runs to be licensed.

md = Maximum legal number of Days to be licensed.

ne = NO EXPIRATION VALUE. 

sc = Serialization Private Key (it should be a number 8 to 9 digits long for highest security).

ac = Activation Private Key (it should be a number 8 to 9 digits long for highest security).

cf = Long Pointer to a string used to create the main Control File (it must be a 4 character string, and should be different for each project).

ci = Long Pointer to a string with your company information (you should test and see how it looks when it is displayed on the dialog box which asks for the Activation Code).

df = Demo flag. If you want your application to start in Trial/Demo mode if it has never been installed before then you should set this value to 1. If you want your application to always ask for an Activation Code regardless of whether it has never been installed before then set this value to 0.



Crypto   (Win16)

DWORD Crypto(DWORD re, DWORD rn, DWORD da, DWORD us, DWORD mr, DWORD md, DWORD ne, DWORD sc, DWORD ac, LPSTR cf, LPSTR ci, int hpi, int df)

This single function performs total Software Licensing and Copy Protection.



RETURN VALUE

					If successful this function returns re.



re = Value you want to be returned on success.

rn = Licensed number of Runs.

da = Licensed number of Days.

us = Licensed number of Users.

mr = Maximum legal number of Runs to be licensed.

md = Maximum legal number of Days to be licensed.

ne = NO EXPIRATION VALUE. 

sc = Serialization Private Key (it should be a number 8 to 9 digits long for highest security).

ac = Activation Private Key (it should be a number 8 to 9 digits long for highest security).

cf = Long Pointer to a string used to create the main Control File (it must be a 4 character string, and should be different for each project).

ci = Long Pointer to a string with your company information (you should test and see how it looks when it is displayed on the dialog box which asks for the Activation Code).

hpi = This value should be 0 if there is not a previous instance of your application running. Otherwise any other value.

df = Demo flag. If you want your application to start in Trial/Demo mode if it has never been installed before then you should set this value to 1. If you want your application to always ask for an Activation Code regardless of whether it has never been installed before then set this value to 0.



DecrementRunsCount

int DecrementRunsCount(void)

This function decrements the Runs Count by one.



RETURN VALUE

					1 if successful. Otherwise any other value.



DecryptUserInfo (Enterprise Edition Only)

DWORD DecryptUserInfo(DWORD skey, LPSTR param1, LPSTR param2, LPSTR param3, LPSTR param4, LPSTR param5, LPSTR param6, int n)

This function decrypts the Serialization Code.

RETURN VALUE

					This function returns the decrypted value.



skey = Serialization Private Key.

param1 = Long Pointer to first value.   (HardwareID)

param2 = Long Pointer to second value.   (Days)

param3 = Long Pointer to third value.   (SeedKey)

param4 = Long Pointer to fourth value.   (Runs)

param5= Long Pointer to fifth value.   (Users)

param6 = Long Pointer to sixth value.   (ModuleMask)

n = Parameter to be decrypted (5 = param5 decrypted and returned).



NOTE: This function will only work on a computer where a licensed “Key Calculator Wizard” resides.



GetActivationCode (Enterprise Edition Only)

int GetActivationCode(DWORD akey, LPSTR param1, LPSTR param2, LPSTR param3, LPSTR param4, LPSTR param5, LPSTR param6, DWORD value1, DWORD value2, DWORD value3, DWORD value4, DWORD value5, DWORD value6)

This function calculates the Activation Code.



RETURN VALUE

					1 if successful. Otherwise any other value.



akey = Activation Private Key.

param1 = Long Pointer to first value. 

param2 = Long Pointer to second value.

param3 = Long Pointer to third value.

param4 = Long Pointer to fourth value.

param5 = Long Pointer to fifth value.

param6 = Long Pointer to sixth value.

value1 = HardwareID.

value2 = Days.

value3 = SeedKey.

value4 = Runs.

value5 = Users.

value6 = ModuleMask.



NOTE: This function will only work on a computer where a licensed “Key Calculator Wizard” resides.



GetActualUsersCount 

DWORD GetActualUsersCount(void)

This function checks for the number of actual users running your application.



RETURN VALUE

If successful, this function returns the number of actual users running your application.



GetDateCount 

DWORD GetDateCount(void)

This function returns the number of licensed days.



RETURN VALUE

This function returns the number of days elapsed since January 1, 1970 at the time of the creation of the Serialization Code plus the licensed number of days.



GetDemoMask

int GetDemoMask(void)

This function checks whether your application has never been launched before.



RETURN VALUE

1 if your application has already been launched before.

0 if your application has never been launched before.



GetEncryptedInfo

  int GetEncryptedInfo(LPSTR param1, LPSTR param2, LPSTR param3, LPSTR param4, LPSTR param5, LPSTR param6)

This function retrieves the Serialization Code.



RETURN VALUE

					13 if successful. Otherwise any other value.

param1 = Long Pointer to first value. 

param2 = Long Pointer to second value.

param3 = Long Pointer to third value.

param4 = Long Pointer to fourth value.

param5= Long Pointer to fifth value.

param6 = Long Pointer to sixth value.



GetRunsCount

DWORD GetRunsCount(void)

This function returns the Runs Count.



RETURN VALUE

					Runs Count in decimal format.



GetTransferCode

int GetTransferCode(void)

This function transfers the license information from a disk to the user’s computer.



RETURN VALUE

					1 if successful. Otherwise any other value.



GetUsersCount

DWORD GetUsersCount(void)

This function gets the number of licensed users.



RETURN VALUE

Users Count in decimal format.



GetUserTime

DWORD GetUserTime(void)

This function returns the user’s computer time.



RETURN VALUE

This function returns the user’s computer number of days elapsed since January 1, 1970.



LicenseIntegrityCheck

int LicenseIntegrityCheck(void)

This function checks for Hardware Signature, Seed Key and 13 Control points on the user’s computer.



RETURN VALUE

1 if everything is valid. Otherwise 0.



ResetAllModuleMask (Enterprise Edition Only)

int ResetAllModuleMask(void)

This function resets all bits in the Module Mask to 0 (not checked).



RETURN VALUE

1 if successful. Otherwise 0.



ResetControlFile

int ResetControlFile(void)

This function resets all fully encrypted information in the Control File to their original starting values. Also generates a new Serialization Code.



RETURN VALUE

					1 if successful. Otherwise any other value.



ResetModuleMask (Enterprise Edition Only)

int ResetModuleMask(DWORD m)

This function sets a single bit in the Module Mask to 0 (unchecked).



RETURN VALUE

					1 if successful. Otherwise any other value.

m = Bit number to be set to 0 (unchecked).



SetActivationCode

int SetActivationCode(LPSTR param1, LPSTR param2, LPSTR param3, LPSTR param4, LPSTR param5, LPSTR param6)

This function sets the Activation Code.



RETURN VALUE

					1 if successful. Otherwise any other value.

param1 = Long Pointer to first value. 

param2 = Long Pointer to second value.

param3 = Long Pointer to third value.

param4 = Long Pointer to fourth value.

param5 = Long Pointer to fifth value.

param6 = Long Pointer to sixth value.



SetActualUsersCount 

int SetActualUsersCount(DWORD count)

This function sets the number of actual users running your application.



RETURN VALUE

1 if successful. Otherwise any other value.

count = Value to be set.



SetDateCount 

int SetDateCount(DWORD akey, DWORD count)

This function sets the number of licensed days. The count value will be added to the actual days count.



RETURN VALUE

1 if successful. Otherwise any other value.



akey = Activation Private Key.

count = Value to be set.



SetDemoMask 

int SetDemoMask(void)

This function sets the Demo Mask to 1 (checked ) meaning that your application has already been launched on the user’s computer.



RETURN VALUE

1 if successful. Otherwise any other value.



SetGlobals 

int SetGlobals(DWORD s_key, DWORD a_key, LPSTR string)

This function sets your globals. It MUST be called before you start making calls to other functions that access the Control File.



RETURN VALUE

1 if successful. Otherwise any other value.



s_key = Serialization Private Key (it should be a number 8 to 9 digits long for highest security).

a_key = Activation Private Key (it should be a number 8 to 9 digits long for highest security).

string = Long Pointer to a string used to create the main Control File (it must be a 4 character string, and should be different for each project).



SetModuleMask (Enterprise Edition Only) 

int SetModuleMask(DWORD akey, DWORD m)

This function sets the Module Mask’s bit number m to 1 (checked).



RETURN VALUE

1 if successful. Otherwise any other value.



akey = Activation Private Key.

m = Value to be set.



SetRunsCount 

int SetRunsCount(DWORD akey, DWORD count)

This function sets the number of licensed runs.



RETURN VALUE

1 if successful. Otherwise any other value.



akey = Activation Private Key.

count = Value to be set.



SetTransferCode 

int SetTransferCode(DWORD x)

This function transfers the license information from the licensed user’s computer to a disk.



RETURN VALUE

1 if successful. Otherwise any other value.



x = Value to check for a valid license (NO EXPIRATION VALUE).



SetUsersCount 

int SetUsersCount(DWORD akey, DWORD count)

This function sets the number of licensed users.



RETURN VALUE

1 if successful. Otherwise any other value.



akey = Activation Private Key.

count = Value to be set.



TimeUpdate (Enterprise Edition Only)

int TimeUpdate(void)

This function updates the actual user’s computer time to the Control File and checks if it has been tampered with.



RETURN VALUE

1 if successful.

0 if the system’s time has been tampered with.



TransferHardwareID

int TransferHardwareID(void)

This function transfers the “Fully Encrypted Hardware Information” as well as other control information to a disk in preparation for license transfer.



RETURN VALUE

155 if successful. Otherwise any other value.



UpdateRandom

int UpdateRandom(void)

This function updates “Fully Encrypted Data” in 13 control points on the user’s computer.



RETURN VALUE

1 if successful. Otherwise any other value.



UsersCountValidate   (Win32)

int UsersCountValidate(void)

This function checks for integrity of Users Count (Crash Protection).

If there are no users running your application but the Users Count is not 0 (like after a crash) this function resets the Users Count to 0.



RETURN VALUE

1 if successful. Otherwise any other value.



UsersCountValidate   (Win16)

int UsersCountValidate(int hpi)

This function checks for integrity of Users Count (Crash Protection).

If there are no users running your application but the Users Count is not 0 (like after a crash) this function resets the Users Count to 0.



RETURN VALUE

1 if successful. Otherwise any other value.



hpi = This value should be 0 if there is not a previous instance of your application running. Otherwise any other value.



















�Chapter 3: 

Key Calculator Wizard

Using the Key Calculator Wizard is really easy, we’ll describe how it works in the following steps:

1.- Enter your own Private Serialization and Activation Keys in their respective fields (they should be a number 8 to 9 digits long for highest security).

2.- Enter the user’s Serialization Code in the six edit fields of the SERIALIZATION CODE group.

3.- Enter the optional Company, Name, Date, and Invoice # information in their respective fields (this information doesn’t have anything to do with the Activation Code but will be used for the printed report as well as the information saved to disk for your Customer Records).

4.- Click on the “Decrypt” button to obtain the Decrypted Information (Hardware ID, Seed Key, number of licensed Days, number of licensed Runs, number of licensed Users, and the Licensed Modules), you can also use the “Action-Decrypt” menu item or its toolbar button.

5.- Enter the values for Days, Runs, Users, and Modules you want to license in their respective fields.

6.- Click on the “Get Code” button to obtain the Activation Code for your customer, you can also use the “Action-Get Code” menu item or its toolbar button.

7.- You can click on the “Print Report” toolbar button to print out all of the information and keep this report for your records if you want to, you can also use the “File-Print” menu item.

8.- Additionally you can save to disk all of the information by clicking the “File-Save” menu item or its toolbar button.





 Key Calculator Wizard - Reset Utility

The Key Calculator Wizard has a “Reset Utility” which allows developers to reset their projects when testing Trial/Demo or Licensed applications on the same computer where they are developing. This is needed because once a Trial/Demo or Licensed application is running the developer needs to be able to reset it to keep testing.

To reset a project follow the steps below:

1.- Run the “Reset Utility” by clicking the “Tools-Reset Utility” menu item or its toolbar button.

2.- Enter the string for the project you want to reset (the string used to create the main Control File in your SetGlobals function).

3.- Click on the “Reset Project” button.























�



���Chapter 4:

Visual Basic Sample Template

The following is an implementation approach for the Visual Basic Sample Template.

Crypto subroutine called on Form_Load:



Private Sub crypto()

Dim ru, fe, fech, usr, actusr, SC, AC, MR, MD, NE As Long

Dim CF As String

'Initialize your own private values

'-----------------------------------

    

'Your Serialization Private Key

SC = 123456789

'Your Activation Private Key

AC = 987654321

'Your main control file string

CF = "3232"

'Maximum runs allowed

MR = 10

'Maximum days allowed

MD = 30

'Your own key value for NO EXPIRATION

NE = 15591

'--------------------------------------  

  

' Here you set your Private Keys for Serialization and

' Activation codes as well as the string to create your

' own Main Control File

x% = SetGlobals(SC, AC, CF)



' If you want to allow your application to run if it's never

' been installed before (Trialware/Demo), then implement this code:

' Check for DEMO Mode then set Days and Runs as needed as well as

' the number of allowed users (optional for network environments)

' and Modules/Features allowed (like the Transfer menu item in this

' sample checked through Bit number 9)

If (GetDemoMask() = 0) And (ControlFileExists() <> 1) Then

x% = CreateControlFile()

x% = SetDemoMask()

x% = SetRunsCount(AC, 10)

x% = SetDateCount(AC, 30)

x% = SetUsersCount(AC, 3)

x% = SetModuleMask(AC, 9)

End If

' ----------------------------------------------------





' Check for existence of Control File

If (ControlFileExists() <> 1) Then x% = CreateControlFile()





' License integrity validation

If (LicenseIntegrityCheck() <> 1) Then x% = ResetControlFile()





' Updates the user time to the control file and if

' tampered with then exits

If (TimeUpdate() = 0) And (GetRunsCount() <> NE) Then End



' Randomly updates all control points in the user's computer

x% = UpdateRandom()





' Check for integrity of Users Control in a network (Crash Protection)

' (can be ignored in Single User environments)

x% = UsersCountValidate()





' Get Runs and Date count plus User Time

fech = GetUserTime()

ru = GetRunsCount()

fe = GetDateCount()



' Check for legal settings for days and runs

' as well as the NO EXPIRATION value

' -----------------------------------------------------------------

If ((fe - fech) > MD) And (ru <> NE) Then x% = ResetControlFile(): End

If (ru > MR) And (ru <> NE) Then x% = ResetControlFile(): End

'------------------------------------------------------------------



' If not authorized yet then ask for Activation Code

If ((fech >= fe) Or (ru <= 0)) And (ru <> NE) And (ActivationMask() <> 1) Then x% = ResetControlFile(): Form2.Show 1





' Update variables to check for valid values after entering Activation Code

ru = GetRunsCount()

fe = GetDateCount()





' Code to control the number of actual users in a network

' (can be ignored in Single User environments)

usr = GetUsersCount()

actusr = GetActualUsersCount()

If (usr > actusr) Then

actusr = actusr + 1

x% = SetActualUsersCount(actusr)

Else: End

End If



' Check for NO EXPIRATION value

If (LicenseIntegrityCheck() = 1) And (ru = NE) Then Exit Sub



' Decrement runs count by one

If (LicenseIntegrityCheck() = 1) And (fech < fe) And (ru > 0) Then z% = DecrementRunsCount(): Exit Sub



' If date and runs are not within legal values then ask for Activation Code

If (LicenseIntegrityCheck() = 0) Or (fech >= fe) Or (ru <= 0) Then Form2.Show 1



' Update variables to check for valid values after entering Activation Code

ru = GetRunsCount()

fe = GetDateCount()



' Check for NO EXPIRATION value

If (LicenseIntegrityCheck() = 1) And (ru = NE) Then Exit Sub



' Decrement runs count by one

If (LicenseIntegrityCheck() = 1) And (fech < fe) And (ru > 0) Then z% = DecrementRunsCount(): Exit Sub





' Message to give a second chance to enter Activation Code

MsgBox "You entered a wrong password, two more tries left...", 16, "ERROR"

If (LicenseIntegrityCheck() = 0) Or (fech >= fe) Or (ru <= 0) Then Form2.Show 1

'-----------------------------------------------------------



' Update variables to check for valid values after entering Activation Code

ru = GetRunsCount()

fe = GetDateCount()



' Check for NO EXPIRATION value

If (LicenseIntegrityCheck() = 1) And (ru = NE) Then Exit Sub



' Decrement runs count by one

If (LicenseIntegrityCheck() = 1) And (fech < fe) And (ru > 0) Then z% = DecrementRunsCount(): Exit Sub





' Message to give a third chance to enter Activation Code

MsgBox "You entered a wrong password, one more try left...", 16, "ERROR"

If (LicenseIntegrityCheck() = 0) Or (fech >= fe) Or (ru <= 0) Then Form2.Show 1

' --------------------------------------------------------------------------



' Update variables to check for valid values after entering Activation Code

ru = GetRunsCount()

fe = GetDateCount()



' Check for NO EXPIRATION value

If (LicenseIntegrityCheck() = 1) And (ru = NE) Then Exit Sub



' Decrement runs count by one

If (LicenseIntegrityCheck() = 1) And (fech < fe) And (ru > 0) Then z% = DecrementRunsCount(): Exit Sub



' If everything has failed then reset the Control File and exit

If (LicenseIntegrityCheck() = 0) Or (fech >= fe) Or (ru <= 0) Then c% = ResetControlFile(): End





End Sub





�Chapter 5: 

Delphi Sample Template

The following is an implementation approach for the Delphi’s Object Pascal Sample Template.



{Security function Cryptopp starts here}

function Cryptopp: integer;

var

   ru, fe, fech, usr, actusr, SC, AC, MR, MD, NE: Longint;

   CF: array[0..9] of Char;



begin

{Initialize your own private values}

    

{Your Serialization Private Key}

SC := 123456789;

{Your Activation Private Key}

AC := 987654321;

{Your main control file string}

StrPCopy(CF, '3232');

{Maximum runs allowed}

MR := 10;

{Maximum days allowed}

MD := 30;

{Your own key value for NO EXPIRATION}

NE := 15591;

{--------------------------------------}





{Here you set your Private Keys for Serialization and

Activation codes as well as the string to create your

own Main Control File}

SetGlobals(SC, AC, CF);





{If you want to allow your application to run if it's never

been installed before (Trialware/Demo), then implement this code:

Check for DEMO Mode then set Days and Runs as needed as well as

the number of allowed users (optional for network environments)

and Modules/Features allowed (like the Transfer menu item in this

sample checked through Bit number 9)}

If (GetDemoMask = 0) And (ControlFileExists <> 1) Then

begin

CreateControlFile;

SetDemoMask;

SetRunsCount(AC, 10);

SetDateCount(AC, 30);

SetUsersCount(AC, 3);

SetModuleMask(AC, 9);

end;



{Check for existence of Control File}

If (ControlFileExists <> 1) Then CreateControlFile;



{License integrity validation}

If (LicenseIntegrityCheck <> 1) Then ResetControlFile;



{Updates the user time to the control file and if

tampered with then exits}

If (TimeUpdate = 0) and (GetRunsCount <> NE) Then

begin

Cryptopp := 0;

exit;

end;



{Randomly updates all control points in the user's computer}

UpdateRandom;



{Check for integrity of Users Control in a network (Crash Protection)

(can be ignored in Single User environments)}

UsersCountValidate;





{Get Runs and Date count plus User Time}

fech := GetUserTime;

ru := GetRunsCount;

fe := GetDateCount;



{Check for legal settings for days and runs

as well as the NO EXPIRATION value}

If ((fe - fech) > MD) And (ru <> NE) Then

begin

ResetControlFile;

Cryptopp := 0;

exit;

end;



If (ru > MR) And (ru <> NE) Then

begin

ResetControlFile;

Cryptopp := 0;

exit;

end;

{---------------------------------------------}





{If not authorized yet then ask for Activation Code}

If ((fech >= fe) Or (ru <= 0)) And (ru <> NE) And (ActivationMask <> 1) Then

begin

ResetControlFile;

CryptoDlg.ShowModal;

end;



{Check if "Close without changes" button was pressed}

if (ret = 1) then

begin

Cryptopp := 0;

exit;

end;



{Update variables to check for valid values after entering Activation Code}

ru := GetRunsCount;

fe := GetDateCount;



{Code to control the number of actual users in a network

(can be ignored in Single User environments)}

usr := GetUsersCount;

actusr := GetActualUsersCount;

If (usr > actusr) Then

begin

actusr := actusr + 1;

SetActualUsersCount(actusr);

end

else

begin

Cryptopp := 0;

exit;

end;





{Check for NO EXPIRATION value}

If (LicenseIntegrityCheck = 1) And (ru = NE) Then

begin

Cryptopp := 1;

exit;

end;





{Decrement runs count by one}

If (LicenseIntegrityCheck = 1) And (fech < fe) And (ru > 0) Then

begin

DecrementRunsCount;

Cryptopp := 1;

exit;

end;





{If date and runs are not within legal values then ask for Activation Code}

If (LicenseIntegrityCheck = 0) Or (fech >= fe) Or (ru <= 0) Then CryptoDlg.ShowModal;



{Check if "Close without changes" button was pressed}

if (ret = 1) then

begin

Cryptopp := 0;

exit;

end;





{Update variables to check for valid values after entering Activation Code}

ru := GetRunsCount;

fe := GetDateCount;



{Check for NO EXPIRATION value}

If (LicenseIntegrityCheck = 1) And (ru = NE) Then

begin

Cryptopp := 1;

exit;

end;



{Decrement runs count by one}

If (LicenseIntegrityCheck = 1) And (fech < fe) And (ru > 0) Then

begin

DecrementRunsCount;

Cryptopp := 1;

exit;

end;





{Message to give a second chance to enter Activation Code}

MessageDlg('You entered a wrong password, two more tries left...', mtError, [mbOK], 0);

If (LicenseIntegrityCheck = 0) Or (fech >= fe) Or (ru <= 0) Then CryptoDlg.ShowModal;



{Check if "Close without changes" button was pressed}

if (ret = 1) then

begin

Cryptopp := 0;

exit;

end;



{Update variables to check for valid values after entering Activation Code}

ru := GetRunsCount;

fe := GetDateCount;



{Check for NO EXPIRATION value}

If (LicenseIntegrityCheck = 1) And (ru = NE) Then

begin

Cryptopp := 1;

exit;

end;



{Decrement runs count by one}

If (LicenseIntegrityCheck = 1) And (fech < fe) And (ru > 0) Then

begin

DecrementRunsCount;

Cryptopp := 1;

exit;

end;



{Message to give a third chance to enter Activation Code}

MessageDlg('You entered a wrong password, one more try left...', mtError, [mbOK], 0);

If (LicenseIntegrityCheck = 0) Or (fech >= fe) Or (ru <= 0) Then CryptoDlg.ShowModal;



{Check if "Close without changes" button was pressed}

if (ret = 1) then

begin

Cryptopp := 0;

exit;

end;



{Update variables to check for valid values after entering Activation Code}

ru := GetRunsCount;

fe := GetDateCount;



{Check for NO EXPIRATION value}

If (LicenseIntegrityCheck = 1) And (ru = NE) Then

begin

Cryptopp := 1;

exit;

end;



{Decrement runs count by one}

If (LicenseIntegrityCheck = 1) And (fech < fe) And (ru > 0) Then

begin

DecrementRunsCount;

Cryptopp := 1;

exit;

end;



{If everything has failed then reset the Control File and exit}

If (LicenseIntegrityCheck = 0) Or (fech >= fe) Or (ru <= 0) Then

begin

ResetControlFile;

Cryptopp := 0;

exit;

end;



end;

{Security function Cryptopp ends here}





















�Chapter 6: 

C/C++ Sample Template

Visual C++ Version

The following is an implementation approach for the C/C++ Sample Template.



///////////////////////////////////////////////////////////////////////////

//*** CRYPTO FUNCTION STARTS HERE ***

//---------------------------------------------------------------

BOOL Crypto(void)

{

	DWORD ru, fe, fech, usr, actusr;	

	//Initialize your own private values

	//-----------------------------------

	

	//Your Serialization Private Key

	DWORD SC = 123456789;

	//Your Activation Private Key

	DWORD AC = 987654321;

	//Your main control file string

	LPSTR STRING = "3232";

	//Maximum runs allowed

	DWORD MR = 10;

	//Maximum days allowed

	DWORD MD = 30;

	//Your own key value for NO EXPIRATION

	DWORD NE = 15591;

	//--------------------------------------

	

  

	//Here you set your Private Keys for Serialization and

	//Activation codes as well as the string to create your

	//own Main Control File

	SetGlobals(SC, AC, STRING);

	



	// If you want to allow your application to run if it's never

	//been installed before (Trialware/Demo), then implement this

// code:

	//Check for DEMO Mode then set Days and Runs as needed as

// well as

	//the number of allowed users (optional for network environments)

	//and Modules/Features allowed (like the Transfer menu item in

// this sample checked through Bit number 9)

	if((GetDemoMask() == 0) && (ControlFileExists() != 1))

		{

			CreateControlFile();

			SetDemoMask();

			SetRunsCount(AC, 10);

			SetDateCount(AC, 30);

			SetUsersCount(AC, 3);

			SetModuleMask(AC, 9);

		}





	//Check for existence of Control File

	if(ControlFileExists() != 1)

		CreateControlFile();





	//License integrity validation

	if(LicenseIntegrityCheck() != 1)

		ResetControlFile();



	//Updates the user time to the control file and if

	//tampered with then exits

	if((TimeUpdate() == 0) && (GetRunsCount() != NE))

		return FALSE;





	//Randomly updates all control points in the user's computer

	UpdateRandom();





	//Check for integrity of Users Control in a network (Crash Protection)

	//(can be ignored in Single User environments)

	UsersCountValidate();



	

	//Get Runs and Date count plus User Time

	fech = GetUserTime();

	ru = GetRunsCount();

	fe = GetDateCount();





	//Check for legal settings for days and runs

	//as well as the NO EXPIRATION value 

    if(((fe - fech) > MD) && (ru != NE))

		{

		 	ResetControlFile();

			return FALSE;

		}	



	if((ru > MR) && (ru != NE))

		{

			ResetControlFile();

			return FALSE;

		}

		



	//If not authorized yet then ask for Activation Code

	if(((fech >= fe) || (ru <= 0)) && (ru != NE) && (ActivationMask() != 1))

	{

		ResetControlFile();

		if(ShowDialog() != TRUE)

				return FALSE;

	} 

	

     

    //Update variables to check for valid values after entering Activation Code

	ru = GetRunsCount();

	fe = GetDateCount();

	

     

	//Code to control the number of actual users in a network

	//(can be ignored in Single User environments)

	usr = GetUsersCount();

	actusr = GetActualUsersCount();

	if(usr > actusr)

	{

		actusr += 1;

		SetActualUsersCount(actusr);

	}

	else

		return FALSE;





	//Check for NO EXPIRATION value

	if((LicenseIntegrityCheck() == 1) && (ru == NE))

		return TRUE;

		



	//Decrement runs count by one

	if((LicenseIntegrityCheck() == 1) && (fech < fe) && (ru > 0))

		{

			DecrementRunsCount();

			return TRUE;

		} 

		

		

	//If date and runs are not within legal values then ask for Activation Code

	if((LicenseIntegrityCheck() == 0) || (fech >= fe) || (ru <= 0))

	{

		if(ShowDialog() != TRUE)

		return FALSE;

	}



	//Update variables to check for valid values after entering Activation Code

	ru = GetRunsCount();

	fe = GetDateCount();



	

	//Check for NO EXPIRATION value

	if((LicenseIntegrityCheck() == 1) && (ru == NE))

	  return TRUE;

	  



	//Decrement runs count by one

	if((LicenseIntegrityCheck() == 1) && (fech < fe) && (ru > 0))

		{

			DecrementRunsCount();

			return TRUE;

		}





	//Message to give a second chance to enter Activation Code

	MessageBox(NULL, "You entered a wrong password, two more tries left...",

	"ERROR", 16);



	if((LicenseIntegrityCheck() == 0) || (fech >= fe) || (ru <= 0))

	{

    	if(ShowDialog() != TRUE)

				return FALSE;

	}

	



	//Update variables to check for valid values after entering Activation Code

	ru = GetRunsCount();

	fe = GetDateCount();

	

	

	//Check for NO EXPIRATION value

	if((LicenseIntegrityCheck() == 1) && (ru == NE))

   	  return TRUE; 

   	  



	//Decrement runs count by one

	if((LicenseIntegrityCheck() == 1) && (fech < fe) && (ru > 0))

		{

			DecrementRunsCount();

			return TRUE;

		}





	//Message to give a third chance to enter Activation Code

	MessageBox(NULL, "You entered a wrong password, one more try left...",

	"ERROR", 16);



	if((LicenseIntegrityCheck() == 0) || (fech >= fe) || (ru <= 0))

	{

		if(ShowDialog() != TRUE)

				return FALSE;

	}    

	

	

	//Update variables to check for valid values after entering Activation Code

	ru = GetRunsCount();

	fe = GetDateCount();

	

	

	//Check for NO EXPIRATION value

	if((LicenseIntegrityCheck() == 1) && (ru == NE))

	  return TRUE;  

	  



	//Decrement runs count by one

	if((LicenseIntegrityCheck() == 1) && (fech < fe) && (ru > 0))

		{

			DecrementRunsCount();

			return TRUE;

		}



	

	//If everything has failed then reset the Control File and exit

	if((LicenseIntegrityCheck() == 0) || (fech >= fe) || (ru <= 0))

     {

        ResetControlFile();

     	return FALSE;

     }



	return FALSE;



}

//////////////////////////////////////////////////////////////////////////

//**** CRYPTO FUNCTION ENDS HERE ****

//--------------------------------------------------------------

��Appendix A: 

Quick Start

The source code Sample Templates presented in the previous chapters have been implemented in a simple illustrative usage of the Crypto++ SDK’s functions. Programmers  should be able to get the most out of them their own way once they are fully understood. The complete working Sample Templates furnished with this product are fully functional and can be used as they are, as a starting point, or as reference.

There are two types of protection that you can choose from. The Single Function approach  using the “Crypto” function and the Fully Customizable approach using most of the functions available.

For the Single Function approach you must use the Sample Templates located in the SINGLE directory of the corresponding programming language. For example, if you are using Visual Basic 5.0 you should refer to the \template\vb5\single directory.

1.- Load the project.

2.- Compile it.

3.- Run the sample template application.

4.- Once the sample template application is running you should run it several times until it becomes unauthorized and asks you for an Activation Code.

5.- Run the Key Calculator Wizard and get a valid Activation Code for your project from the application’s Serialization Code (refer to Chapter 3 for details).

6.- Experiment with different settings for days, runs, etc.

7.- Study the sample code and when you feel comfortable COPY and PASTE the code to your own existing applications or use the sample templates as a starting point for new applications.

IMPORTANT: You MUST use the same Serialization and Activation Private Keys used in your “SetGlobals” function with the Key Calculator Wizard to get VALID CODES (see Chapter 2 for details). 



REDISTRIBUTABLE FILES:

The Crypto++ SDK’s Run-Time DLL (crypto32.dll or crypto16.dll) is the only file needed to be redistributed along with your protected applications and is 100% Royalty-Free.



NOTE:

There is a static version (crypto32.lib or crypto16.lib) for Visual C++, Borland C++, and C++ Builder in their respective STATIC directories (Enterprise Edition only).



INTERNET AUTHORIZATION AND CUSTOMER TRACKING SYSTEMS:

There are two functions available for Internet Authorization and Customer Tracking systems that you can use and interface to:

DecryptUserInfo and GetActivationCode (see Chapter 2 for details).

Sample code is provided in the “AUTO” directory (Enterprise Edition only) for these two functions.



LICENSE TRANSFER:

You can transfer a valid license to another computer by following the steps below:

1.- Install your protected application on the computer you want to transfer your license to, run it and when you get the dialog box asking for an Activation Code click on the “Prepare Transfer” button. You will be prompted to insert a disk and it will be prepared.

2.- Go back to the computer where your licensed application is and launch it. Click on the “License-Transfer License” menu item or its toolbar button (for instance), you will be prompted to insert the disk you previously prepared, and the license will be transferred leaving your protected application on that computer unauthorized.

3.- On the computer you want to transfer your license to, run your protected application, and when you get the dialog box asking for an Activation Code click on the “Transfer License” button, you will be prompted to insert the disk where your license resides, then it will be transferred.

�

�Appendix B:

A Few Hints

In the implementation of the Sample Templates we have used the value “15591” for the application to never expire (NO EXPIRATION VALUE), and “10” to be the highest “Runs Count” legal value, that means that any value for “Runs Count” greater than 10 would be illegal, and if we set the “Runs Count” to 15591 then your Protected Application would NEVER expire. We have used “30” for the highest “Date Count” (number of days) legal value, “123456789” for the Serialization Private Key, “987654321” for the Activation Private Key, and for the “String” to create the main Control File we have used “1616” (Win16) and “3232” (Win32).

You should use YOUR OWN VALUES so that only you know the exact behavior of your Protected Applications and nobody else but you can get VALID ACTIVATION CODES for them.

With Crypto++ SDK you will ALWAYS get “Limited Installs” protection since every time one of your customers installs and runs any of your Protected Applications he/she will get a TOTALLY DIFFERENT SERIALIZATION CODE (even on the same computer).

Whenever possible use COPY and PASTE to avoid typing errors between “I” and One or “O” and Zero when handling Serialization and Activation codes.
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